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 Cloud Computing is one of the top technology concepts. It has many names, including: 

grid computing, utility computing, and on-demand computing. The term “cloud 

computing” has at its core a single element: computing services are delivered over the 
Internet, on demand, from a remote location, rather that residing on one‟s own desktop, 

laptop, mobile device or even on an organization‟s servers. For organizations, this 
would mean that for a set or variable, usage-based fee or even possibly for free it would 

contract with a provider to deliver applications, computing power and storage via web.  

Cloud storage plays an important role in the technology buzz – cloud computing, in 
which clients can store their data at cloud servers and can be accessed anywhere, any 

time and on any devices. This opens up the threat on the data which client is storing on 

the cloud as it has to stored and accessed via Internet. Data Security opens up lot of 
areas like authentication of client, integrity of the data, data privacy, etc. In this paper 

we are going to focus on data integrity area of the data security. In which, data auditing 

is concept of frequently auditing the integrity of the data to make sure that the data is 
not tampered. Clients offload the auditing process of their data to Third Party Auditors 

(TPA) who are able to check the validity of the data without actually accessing the data 

(adhering to data privacy). As with this there will be lot of requests to the big data cloud 
servers from clients, users and TPA. Each request has to be serviced within required 

amount of time by considering the priority of the request. In which, cloud scheduling 

has to play an important role. By making the TPA audit aware data scheduling, all the 
requests to the cloud server can be scheduled based on available resources along with 

the importance of the request. In this paper, we present the analysis done on the 

auditability aware data scheduling which enhances the data request handling efficiently 
at the cloud server. 
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INTRODUCTION 

 

 CLOUD computing is being intensively referred to as one of the most influential innovations in information 

technology in recent years. With resource virtualization, cloud can deliver computing resources and services in a 

pay-as-you-go mode, which is envisioned to become as convenient to use similar to daily-life utilities such as 

electricity, gas, water and telephone in the near future. These computing services, can be categorized into 

Infrastructure-as-a-Service (IaaS), Platform-as-a-Service (PaaS) and Software-as-a-Service (SaaS). 

 
Users Available Services Aim of Service 

Business Users Email, Website Testing, Blog, Virtual 

Desktop 

For Business task completion 

Developer & Deployer Application & service test, development 
and integration and deployment 

Create and deploy services and application for 
users 

System Managers Virtual machine, operation system, 

Networks, Storage, CPU, Memory, 
Backup Service 

Create platforms for services and application test, 

development, integration and deployment 
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Fig. 1: Architecture of Cloud Computing. 

 

 Many international IT corporations now offer powerful public cloud services to users on a scale from 

individual to enterprise all over the world; examples are Amazon AWS, Microsoft Azure, and IBM Smart 

Cloud. Although current development and proliferation of cloud computing is rapid, debates and hesitations on 

the usage of cloud still exist. Data security/privacy is one of the major concerns in the adoption of cloud 

computing. Compared to conventional systems, users will lose their direct control over their data. In this paper, 

we will investigate the problem of auditabitity- aware data scheduling for big data storage in cloud. 

 

A. Need for Data Auditing and Role of Third-Party: 

 Although current development and proliferation of cloud computing is rapid, debates and hesitations on the 

usage of cloud still exist. Data security/privacy is one of the major concerns in the adoption of cloud computing. 

Compared to conventional systems, users will lose their direct control over their data. In this paper, we will 

investigate the problem of integrity verification for big data storage in cloud. This problem can also be called 

data auditing when the verification is conducted by a trusted third party. From cloud users‟ perspective, it may 

also be called „auditing-as-a-service‟. To date, extensive research is carried out to address this problem. In a 

remote verification scheme, the cloud storage server (CSS) cannot provide a valid integrity proof of a given 

proportion of data to a verifier unless all this data is intact. To ensure integrity of user data stored on cloud 

service provider, this support is of no less importance than any data protection mechanism deployed by the 

cloud service provider (CSP), no matter how secure they seem to be, in that it will provide the verifier a piece of 

direct, trustworthy and real-timed intelligence of the integrity of the cloud user‟s data through a challenge 

request. It is especially recommended that data auditing is to be conducted on a regular basis for the users who 

have high-level security demands over their data.  

 

B. Need for scheduling in Cloud Computing: 

 Cloud consist of collection of large number of resources such as operating system, storage processors, 

software, network, hardware, etc., In order to take out maximum performance from these resources and effective 

price, resource scheduling is primary concern. To construct such an algorithm in cloud environment is different 

and difficult task as compared to traditional distributed computing working environment. This accounts due to 

the high scalability and heterogeneity of computing resource in cloud environment. 

 By formulizing effective scheduling techniques lead to sharing computer resources among multiple users 

which can accelerate utilization rates as servers are not left free. Earlier scheduling algorithms were performed 

in grid but due to reduction in their performance in grid environment, scheduling techniques are being applied in 

cloud. In cloud computing scalability of resources allows application to meet their requirement in real time 

which enables work flow management system to acquire Quality of Services (QoS) of application, which in case 

of grid computing requires advance reservation of resources that deteriorate performance of system as whole. In 

cloud environment there are tremendous numbers of resources and it is impossible for users to allocate their jobs 

manually to these resources and it is impossible for users to allocate their jobs manually to these resources 

effectively. Task scheduling algorithm allocates submitted jobs to available resources such that total response 

time, make span, is minimized. Due to virtualization feature of cloud computing, the task for job scheduling is 

handed over to vmlayer. Therefore, for efficient mapping between resources and jobs, scheduling plays a vital 

role in cloud computing. 
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Related works: 

A. Third-party Auditing: 

 Compared to traditional systems, scalability and elasticity are key advantages of cloud. As such, efficiency 

in supporting dynamic data is of great importance. Security and privacy protection on dynamic data has been 

studied extensively in the past. In this paper, we will focus on small and frequent data updates, which is 

important because these updates exist in many cloud applications such as business transactions and online social 

networks (e.g. Twitter). Cloud users may also need to split big datasets into smaller datasets and store them in 

different physical servers for reliability, privacy-preserving or efficient processing purposes. Among the most 

pressing problems related to cloud is data security/privacy. It has been one of the most frequently raised 

concerns. There is a lot of work trying to enhance cloud data security/privacy with technological approaches on 

CSP side.  

 Integrity verification for outsourced data storage has attracted extensive research interest. The concept of 

proofs of retrievability (POR) and its first model was proposed by Jules et al.Unfortunately, their scheme can 

only be applied to static data storage such as archive or library. In the same year, Ateniese, et al. proposed a 

similar model named „provable data possession‟ (PDP). Their schemes offer „blockless verification‟ which 

means the verifier can verify the integrity of a proportion of the outsourced file through verifying a combination 

of pre-computed file tags which they call homomorphic verifiable tags (HVTs) or homomorphic linear 

authenticators (HLAs). Work by Shacham, et al. provided an improved POR model with stateless verification. 

They also proposed a MAC-based private verification scheme and the first public verification scheme in the 

literature that based on BLS signature scheme. In their second scheme, the generation and verification of 

integrity proofs are similar to signing and verification of BLS signatures. When wielding the same security 

strength (say, 80-bit security), a BLS signature (160 bit) is much shorter than an RSA signature (1024 bit), 

which is a desired benefit for a POR scheme. They also proved the security of both their schemes and the PDP 

scheme by Ateniese, et al.. From then on, the concepts of PDP and POR were in fact unified under this new 

compact POR model. Ateniese, et al. extended their scheme for enhanced scalability [8], but only partial data 

dynamics and a predefined number of challenges is supported. In 2009, Erway, et al. proposed the first PDP 

scheme based on skip list that can support full dynamic data updates. However, public auditability and variable-

sized file blocks are not supported by default. Wang, et al. proposed a scheme based on BLS signature that can 

support public auditing (especially from a thirdparty auditor, TPA) and full data dynamics, which is one of the 

latest works on public data auditing with dynamics support. However, their scheme lacks support for finegrained 

update and authorized auditing which are the main focuses of our work. Latest work by Wang et al. added a 

random masking technology on top of to ensure the TPA cannot infer the raw data file from a series of integrity 

proofs. In their scheme, they also incorporated a strategy first proposed in to segment file blocks into multiple 

„sectors‟. However, the use of this strategy was limited to trading-off storage cost with communication cost.  

 Other lines of research in this area include the work of Ateniese, et al. on how to transform a mutual 

identification protocol to a PDP scheme; scheme by Zhu, et al. that allows different service providers in a hybrid 

cloud to cooperatively prove data integrity to data owner; and the MR-PDP Scheme based on PDP proposed by 

Curtmola, et al. that can efficiently prove the integrity of multiple replicas along with the original data file. 

 

B. Cloud Scheduling: 

 The scheduling techniques can be categorized into two: Best effort based scheduling and Qos constrained 

based scheduling. Best- Effort based scheduling algorithm aims to optimize execution time and make span of 

the application. It do not consider parameters related to cost in accessing resources, budget constraints, deadline 

constraints and other constraints related to QoS. It can be categorized into two groups: Heuristic based and 

Meta-Heuristic based.  

 Heuristic based scheduling algorithms can be categorized into five categories: individual based task 

scheduling, list based scheduling, cluster scheduling and duplication based scheduling and level based 

scheduling. Fig. 2 shows the first scheduling method in the hierarchy is individual task scheduling. The 

scheduling decision is based on a single task whose parent tasks have completed the execution .The “ready” task 

is allocated to the resource which can complete is execution at the earliest time. List scheduling techniques 

consist of two phases-The task prioritizing phase and the resource selection phase. The task prioritizing phase 

allocates each task with a value called its rank and the resource selection phase maps each task with its optimal 

resource according to their priorities.  

 The list scheduling algorithms could be categorized into batch, dependency and dependency-batch mode. 

Batch mode scheduling applies to the parallel independent tasks and is allocated to bag of tasks (BoT) on a 

collection of resources. As the number of resources is very less as compared to number of task, so the tasks are 

allocated to the resource so that the tasks are executed at earliest time. 
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Fig. 2: Existing Scheduling Algorithms. 

 

C. Directed Acyclic Graph (DAG): 

 Large applications can be partitioned into small multiple independent tasks and schedule these tasks over a 

set of available processors. A task partitioning algorithm divides such large applications into tasks of 

appropriate size and such model of partitioned application is represented by Directed Acyclic Graph. TANH 

algorithm aims to achieve optimal scheduling by allocating tasks onto available heterogeneous processors. By 

optimal scheduling means a schedule with minimum makespan. 

 

 
 

Fig. 3: Directed Acyclic Graph of the application with four tasks. 

 

D. Calculation of various Parameters in TANH Algorithm: 

 The necessary parameters required for calculation are as follows:  

 Firstly, in order to calculate earliest start time (est), earliest completion time (ect), favorite processor and 

level (x), the DAG is traversed from top to bottom for a task x (x T).  

 The est(x) of a node x can be defined as the earliest time at which a node x can be defined as the earliest 

time at which a node/task could start its execution on any one of the processors. 

 Secondly, in order to calculate latest allowable start time last (x) and latest allowable completion time lact 

(x) of task node x are calculated in bottom-up fashion. The latest allowable completion time of a node is used to 

calculate latest allowable start time of its successor nodes. If both the successor nodes as well as its successor 

node are assigned to the same processor than communication cost becomes zero else value of the 

communication cost between them is deducted from the value of latest allowable completion time of the node. 
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Problem statements: 

 When we consider a cloud data storage service involving three different entities, the cloud user (U), who 

has large amount of data files to be stored in the cloud; the cloud server (CS), which is managed by the cloud 

service provider (CSP) to provide data storage service and has significant storage space and computation 

resources (we will not differentiate CS and CSP hereafter); the third party auditor(TPA), who has expertise and 

capabilities that cloud users do not have and is trusted to assess the cloud storage service reliability on behalf of 

the user upon request. 

 Implementing auditability as a service will utilize the cloud resources to generate the response to the 

challenge issued by the third party auditor. The challenge request depends on the amount of the data and 

frequency of the integrity checks requested by the client. Without cloud servers knowing the priority of the 

request, cloud servers will not be in position to decide the priority of the request made by the users, user‟s 

customers and third-party auditors. By combining the different entities – auditing and scheduling, cloud servers 

will be able to distinguish between the requests and allocate appropriate resources for the requests. Thus 

introducing auditability aware data scheduling, cloud servers can server better to the users. 

 

Proposed schemes: 

 In the Proposed System, we are implementing the Auditability –aware data scheduling privacy preserved 

third party auditing.Herein, we present a model for clustering various tasks submitted in an application both 

from the user and auditor. In a cloud system, where various tasks are executed on different processors in a 

network, communication cost becomes the important parameter to be considered. In cluster based scheduling 

algorithm we cluster the tasks in a group such that all the dependent tasks are grouped under the same cluster so 

that the communication cost required between various tasks in the cluster can be eliminated and thus helps the 

application to achieve minimum completion time. Also the priority of the execution is given to the user‟s 

requests over the auditor‟s request. An application is assumed to have large number of dependent tasks which is 

represented in the form of Directed Acyclic Graph (DAG) as described above. For a given DAG all the possible 

routes from the entry node to the exit node are considered and the set of nodes forming those routes are called 

clusters. Now the completion time is calculated for each generated cluster known as Cluster Completion Time 

(CCT) for all the available processors. In our case, we have four available processors. From the calculated 

Cluster Completion Time (CCT) the value having minimum CCT for a cluster among all the available 

processors (in our case among P1, P2, P3, and P4) is selected. The number of clusters is dependent on the 

number of available processors. For example if x number of resources are available then first x number of 

clusters are selected when Algorithm 1 is run over the obtained clusters. In our experiment, 

{1,4,8,10,11},{1,4,7,10,11},{1,3,6,9,11}, and {1,2,5,9,11} clusters are selected which are allocated to P4, P2, 

P3, and P1 processors respectively. If two different clusters have same value for completion time on the same 

processor, then both the clusters are checked for the next higher value of the CCT and the cluster with the 

minimum CCT is selected on that processor. Now, the Earliest Completion Time (ECT) would be the maximum 

value among the selected Cluster Completion Time (CCT) i.e. Earliest Completion Time (ECT) = Max (Cluster 

Completion Time (CCT)). 

 

A. Calculation of Cluster Completion Time (CCT): 

 The Cluster Completion Time (CCT) on a given processor is calculated by adding running time of each 

node present in the cluster on that particular processor. ( ) ΣΣ ( )  

 {For j= 1 to m number of clusters}  

 Where j= 1 to m number of clusters, i= 1 to n number of nodes in jth cluster, x is the node, k= 1 to p number 

of available processors. For example, for the cluster {1, 4, 8, 10, 11} CCT is calculated as the summation of 

runtime of each node on every processor one at a time.  

 In our case for P1 the CCT for the cluster {1, 4, 8, 10, 11} would be given by-  

 r(1/P1)+r(4/P1)+r(8/P1)+r(10/P1)+r(11/P1)= 5+5+7+7+4= 28. Similarly, for P2, P3, and P4 the value of 

CCT is 25, 29, and 22 respectively. 

 

B. Algorithm of Proposed Model: 

1. For all task in the queue 

2. Assign high priority for user request and low priority for audit request 

3. End for 

4. Make cluster of tasks for every possible route form entry node to exit node based on the above priority 

5. Calculate Cluster Completion Time (CCT) for each cluster for every processor.  

6. while ( NOT all processors assigned a cluster)  

a. For all clusters from 1 to m  

b. If there exist any unique node which do not occur in any other cluster  

c. Then assign the cluster to that processor having minimum Cluster Completion Time (CCT).  
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d. end if  

e. If two clusters have same minimum Cluster Completion Time (CCT) on one processor  

f. Then look for the next higher value of CCT for both the cluster and assign the processor to the cluster with 

the minimum CCT value.  

g. end if  

h. end for  

i. for every processor that had not been assigned any cluster based on priority 

i. Select the cluster having minimum CCT on that processor  

ii. If the minimum CCT value is of the cluster which have been already assigned  

iii. Then replace the old processor with the current processor.  

j. end if  

k. end for  

7. end while  

 

Simulation metrics and results: 

 We have implemented our proposed algorithm on CloudSim 2.1 to create the simulation environment. The 

inputs to the simulations are total number of cloudlets (tasks mocked as user and auditor), the communication 

cost between the dependent nodes. The performance of the proposed algorithm has been compared with the 

TANH algorithm.  

 The Algorithm has been implemented on CloudSim 2.1 as it consist of functions that are suitable for 

creating a heterogeneous distributed computing environment, and also suitable for simulation and research of 

task scheduling on cloud. The proposed model has been implemented on an application consisting of eleven 

tasks represented by the DAG. Various parameters calculated for the tasks described in TANH algorithm. We 

calculated Cluster Completion Time (CCT) described in the Algorithm: 1 of each possible route from entry node 

to exit node on every processor. On applying proposed algorithm on DAG, we get 22 as the completion time of 

the application on processor P1 which is less than the calculated Earliest Completion Time (ECT) which is 25. 

The calculated earliest completion time (ECT) for the exit node 11 is 25, which matches the total schedule 

length in the schedule. The time compares the TANH algorithm and the proposed Algorithm which shows that 

the total completion time taken by the application to execute is less when compared with the Earliest 

Completion Time (ECT). 

 

Conclusion: 

 Cloud computing is an upcoming technology and is playing a vital role in industrial age. But as it is 

composed of large number of resources it needs to formulate efficient scheduling algorithm that saves much of 

the power of cloud computing. This proposed algorithm takes communication cost into consideration. Further 

improvement could be done by considering various QoS parameters like budget, make span performance, 

deadline, penalty cost, file availability. 

 In this proposed paper, the main focus of our work is auditability-aware data scheduling for an application 

to execute in a heterogeneous environment by eliminating the communication cost between dependent tasks by 

assigning them to the same processor and by considering the priority of the task. The results are Task 

duplication based scheduling Algorithm for Network of Heterogeneous systems (TANH) in QoS and the 

conclusion is that the proposed auditability-aware scheduling algorithm yield data security is as a metric of 

quality-of service (QoS) along with other metrics such as storage and computation, a highly efficient 

auditability-aware scheduling scheme will play an essential role under most cloud computing contexts. 
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